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This Month
July 3

Pot Luck, Q & A Panel

Yes, we shall start
off our first meeting of July with a
Pot Luck. I’ll bet
it surprises you
as much as it did
me as I looked
back to when we
last had a Pot
Luck and discovered we hadn’t had one since November of 2016. Therefore, everyone
should be enthusiastic about participating this first meeting of July and
join in the fun. You won’t find better
There’s only one corner of the dishes to satisfy your palate than at
universe you can be certain of the Granada Pavilion on this particuimproving, and that’s your own lar evening as you feast on dishes
brought in by our members.
self.
Aldous Huxley,
(Continued on page 4)
writer
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club-related material, is TUGNET, 3926 Community Ave, La Crescenta, CA
91214-2375.
We welcome your submissions, including technical questions or letters to the
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More Meetings
(Continued from page 1)

We also haven’t had an evening when
our own experts discuss the subjects
raised from those attending. We consistently learn from our own members when
questions come up during a meeting so
it’s time to have them up in front. When
you are working with your computer or other gadgets and think,
“I wonder how I could . . .,” make a note of it so you can ask
about “it” at this meeting.
As a reminder, bring a dish that will serve 8 - 10; if you are unable
to bring a dish, please contribute $10 so we can add additional
food to the table as needed. By the way, there are plugs on the wall
behind the table so you can keep a hot dish warm.

July 10

Board Meeting
Always 6:00 for dinner, 7:00 for the meeting. Everyone is welcome.
Galpin Ford’s Horseless Carriage
Roscoe & the 405

July 17

All Things Computer
With Jay Ross
Everyone will be glad to see Jay Ross
on our calendar after a long absence.
He describes his presentation as “All
Things Computer,” meant to include
Best Practices in Security, Windows
Tips, Maintenance and even a Q&A/Discussion. I doubt anyone
(Continued on page 5)
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(Continued from page 4)

will leave without saying they picked up a tip, learned where to
find something, or learned about an area of the computer that had
puzzled them. Jay is very thorough in answering questions and
enjoys having the input to talk about.
This will be a learning experience for all to make better use of
their time with their computer or other device. How better to
spend an evening?

July 24

Dining at Panera
Here is your opportunity to help
TUGNET while you enjoy a lovely, healthy meal with no preparation or clean-up. Really — what
can be better than that?
4:00 - 8:00 p.m. Flyers will be
available, printed at the meeting
or in your e-mail.
There are servers waiting for you
— I think it’s called a win-win!
19662 Nordhoff Street
Northridge,
(818) 407-9400

✦

Brain Teaser
There is something unusual
about these words. See if you
can figure it out.
Answer on page 9

Assess
Banana
Dresser
Grammar
Potato
Revive
Uneven
Voodoo
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Special Interest Groups
Specializing in the unique interests
of our members
Novices and experts are welcome

Astronomy
Second Monday @ 7:00 p.m.

Mobile Devices
Third Monday @ 7:00 p.m.

Tom Sheehan
tsrtrmph@verizon.net
818-831-2126

Jeff Kent
jeffersonkent@gmail.com
818-891-8635

Imaging
Second Monday @ 7:00 p.m.

Check with SIG leaders
to confirm meeting locations

Susie Phelps
sidecarsusie@earthlink.net
818-848-9810

Klassic Specialties
Check out Klassic Specialties at
http://www.klassicspecialties.com/tugnet.html
TUGNET members receive a 5% discount and
TUGNET receives 5% of members’ purchases.
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Highlights of
Recent Meetings
Google Photos
(June 5)

Dr. Ronald Brown joined us through the
wonders of the Internet as he was home
in British Columbia. Yes, way up north.
He had a very thorough presentation so
everyone would know what to expect
from Google Photos. As well as what not
to expect since he is an avid user.
He began with an interesting, but brief, talk about the history of picture-taking from Eastman and his Kodak film company through the
revolution of digital photography, which, of course, finally put Eastman out of business. All this was shown via great pictures of each
step as he discussed it. This led to a discussion on how pictures
have been stored and the weaknesses of each method. With the digital pictures stored in the computer, many users discovered Picasa.
This was perfect software for those who weren’t interested in any
advanced editing. That need was addressed by Photoshop, Paintshop Pro and such programs with advanced tools.
Not so long ago Google purchased Picasa and it became Google
Photos. It has been kept as a free program and has attributes everyone can master. It means you can transfer your photos from your
camera or phone to a computer or other media, thereby freeing up
the space for more and newer photos on those devices. Your pictures can be shared, which is very helpful when friends and family
are anxious to see them. Google Photos does a lot of work for you
by keeping track of what you are photographing and organizing
your pictures.
(Continued on page 8)
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(Continued from page 7)

It recognizes people, places, pets, etc., and compiles albums accordingly. Quite amazing. Even “spooky” as commented by one member.
www.photos.google.com
It should be mentioned that while Picasa can no longer be downloaded or upgraded, it will continue working where it is already installed.
Thank you so much, Ron. Everyone appreciated your knowledge
which made for a fine presentation.

Emergency Preparedness
(June 19)

This evening we welcomed Dave Brown and Linda Pruitt to remind
us of the importance of being prepared. (Sorry we didn’t get pictures)
They filled us in with all the details concerning the upcoming 2018
Valley Disaster Preparedness Fair—September 29; 9:00—1:30 p.m.,
at Northridge Fashion Center. It is advertised as a fun and free family
event that just might save your life, your pet’s life, or the life of a
loved one.
It was explained that when Dr. Lucy Jones, seismologist and public
voice for earthquake science and earthquake safety in California,
spoke recently, she explained that major earthquakes in So. Calif.
have historically occurred every 150 years. Would you believe that it
has been 150 since a quake of major magnitude has occurred? It is
expected that we could experience a 7.8 - 8.1 magnitude quake which
will likely cause a 10 to 30 foot rift.
The preparedness being discussed was directed to fires and other disruptions as well as earthquakes.
Online registration begins July 1. If you register ahead, it will avoid
standing in the line with others who failed to register ahead. That
means a much faster entry.
www.valleydisasterfair.com

✦
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What You Can Bring to
the Meetings


Recyclables:
Drink Cans & Bottles

June 5

Ink Jet Cartridges
Toner Cartridges

 Your checkbook
to renew your membership
Why don’t you check due date now?



Your smiling face!

Klassic Specialties Sample Package:
Asa Watanabe
Lens Cleaner Pen:
Anna Chung
Smart Stand:
Paul Flynn
Sample Porto Bottle:
Chris Christopher
Reusable Bag:
Bill Geist

June 19

Renewing Members
Chris Christopher
Marcie Green
Marv Harris

Disaster Kit:
Bernice Bordman
Briefcase:
Conrad Lalicker
Drink Cup:
Anna Chung
Ear Plugs:
Asa Watanabe
Bandage Pack:
Marv Harris

Puzzle Answer:
In all of the listed words, if you take the first letter, place it at the
end of the word, and then spell the word backwards, it will be
the same word.
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Marian’s
Memos
MARIAN’S MEMOS

MARIAN’S MEMOS

MARIAN’S MEMOS

About a dozen of our TUGNET members went on the Santa Susana Field
Lab tour and learned quite a lot about the site, both past and present. There
were some on the tour who had never seen the beautiful hills with the extensive rock formations. They are impressive no matter how many times they
are seen. Too bad we missed the wild flowers although Helaine found some
to photograph. See her great pictures from the tour by clicking on this link:
https://www.facebook.com/media/set/?
set=a.10156583874819365.1073742220.537154364&type=1&l=65ed75cedd
Quite a number of our members signed up to help at the upcoming Valley
Disaster Preparedness Fair as a result of the presentation at our June 19th
meeting. I’ll mention again here that it will be in the parking lot of the
Northridge Fashion Center, by the theater. Everything is free, including the
food, Saturday, September 29th. Lots of booths to see, 30-minute talks,
demonstrations, and more. “Being prepared isn’t just a saying.” The only
time thing we don’t know is when a disaster, fire, etc., will happen so this is
a really good event to attend.
As I’m writing this it’s the longest day of the year. Now the light is waning
as the sun sinks behind the hills behind my home. I enjoy the longer days as
the light stays with us later so now, of course, the time has to come to reverse
the sequence. However, I really don’t look forward to the days getting shorter
again. Is that just me or do you feel the same?
We are very pleased with the Internet speed which is now available to us at
our Tuesday meetings. Making use of it during the two presentations we’ve
had recently, there were no interruptions in the transmission speed or the
sound. That is really just terrific for us, at last. While we all prefer to have
our presenters in person, as I’ve mentioned before, using the Internet gives
us the opportunity to take advantage of some who will never be available
locally. And since it does not interfere with the audience asking questions,
it’s surely a win-win situation. Amazingly, many of the speakers to whom
I’ve referred are on the east coast and don’t mind staying up late to present
to us.
(Continued on page 11)
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(Continued from page 10)

The following is a topic of great interest to me. It has been talked about numerous times at meetings but there are a few from whom I still get e-mail
with all the names in the To: line. Come on, there’s nothing that is easier to
do. Think of how grateful your friends will be when their names are no longer circulated through the many lists from which spammers draw their
‘victims.’
I am happy to say that I am no longer receiving e-mails written with the Caps
Lock on. That merely makes the messages more difficult to read, so I’m glad
everyone has learned that.
Now, please take the following seriously:
From AT&T
“Protect yourself and your friends
Email messages forwarded multiple times, like jokes or email hoaxes, are an
easy way for spammers to harvest email addresses. Protect yourself and your
friends by removing all addresses when you forward emails. It’s easy: just
highlight the addresses showing in the message body, and select ‘Delete.’
“Another way to protect your friends is to keep their email addresses private.
Do this by using the BCC field instead of the To field for all your recipients.
It works the same, but the email will show ‘undisclosed recipients’ instead of
your friends’ names and email addresses.”
When AT&T finds it necessary to send this message, it should tell you that
this is a problem that you should take seriously. What’s more, spread the
word to those who you notice don’t use the Bcc: field. Some who don’t have
the benefit of a group like TUGNET likely don’t even know they are giving
your email address to the scumbags who love to fill your e-mail with junk.
One more thing, you do know to never click on a link in an e-mail from
somebody you don’t know. That’s whether it looks personal or an advertisement, especially if it looks appealing - or tells you there’s something you can
have for free! Take your time and think it through, even check the sender via
Google. Especially if there is a logo from a bank, the IRS, or another company with whom you are familiar.
These last items came to mind after inserting the message from AT&T. To
repeat their message, don’t list multiple recipients in the To: field ever again.
E-mail is a wonderful thing – if you are careful and observe these few precautions.

✦
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How Long Should You
Retain Records?
By Patrick Islip
CPA
ARTICLE ARTICLE ARTICLE ARTICLE ARTICLE ARTICLE ARTICLE

One of the most frequent questions our clients ask is, “How
long should I keep my business
and tax records?” Because of the
varying regulations of federal,
state, and local agencies, no answer will apply to everyone. You
should evaluate your individual
needs and available storage space.
In many instances, you may want
to seek advice from an attorney.

local division treasurers or other
officers may need this information to guide them in keeping
division records. Individual
members may find information
that will pertain to their situations as well.

The schedule below provides a
starting point for you to prepare
a record-retention schedule. The
suggested retention periods begin
at the end of the fiscal year during which a document was created, not from the exact date a document was created. For items
that support tax returns, the retention period begins on the filing date of the return or its due
date (with extensions), whichever
is later.

Figures represent number of
years:
P =Permanently retain
AT=After termination
AD=After disposal
AE=After expiration

While these recommendations
apply primarily to businesses,

Record Retention Schedule
Legend

Accident report (settled) — 7
Articles of incorporation — P
Bank deposit slips — 3
Bank reconciliations -- 3
Bank statements — 7
Bonds (record of issuance) — P
Check register -- 10
Checks (paid & canceled) — 7AD
(Continued on page 13)
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General ledger records:
Contracts:
Accounts payable — .7
Corporate — 2OAT
Accounts receivable — 7
Employee — 7AT
Cash journal — 10
Vendor — 7
General journal — 10
Correspondence:
General ledger — P
Accounting — 5
Journal entries (end of year) -P
Credit & collection — 7
Payroll journal — 10
General — 3
Securities:
Deeds — P
(brokerage statements) — 7AD
Depreciation schedules — 7AD Tax returns:
Equipment lease — 6AE
Estate — P
Financial reports:
Gift — P
Audited — P
Income — P
Annual — P
Payroll — 7
Interim — 3
Personal property — 10
Fire damage reports — 6
Sales & Use — 10
Fixed asset records — 7AD
Social Security — 7
Franchise agreements — OAT
Title papers — P
Insurance polices — 3AE
Travel records — 3
Inventory records — 7
Union contracts — P
Invoices (issued & received) — 7
W-1, 1099 forms — 7
(Continued from page 12)

✦

Thomas Edison
Thomas Edison was an American inventor and businessman, who
has been described as America's greatest inventor.
DID YOU KNOW?: Thomas Edison accumulated 2,332 patents
worldwide for his inventions throughout his life. 1,093 of Edison's
patents were in the United States, but other patents were approved
in countries around the globe.
We even use many of his inventions and their evolutions today,
like those that contributed to mass communication, and telecommunications.
Think this will make a great conversation starter?
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Send a Fax From your PC
Cyn Mackley
Tech Whisperer & Mystery Writer
www.cynmackley
ARTICLE ARTICLE ARTICLE ARTICLE ARTICLE ARTICLE ARTICLE

Folks don’t need to send faxes as often as they used to these days,
but sometimes it still comes up.
You will need to have Windows Fax and Scan installed on your PC
and activated. To make sure it’s turned on, open Control Panel.
(You can enter Control Panel in the search box and click on the
result.)
Here’s what you’ll see in Windows 10.






Type programs and features in the search box and click on the
result.
In the panel on the left, select Turn Windows features on or
off.
Scroll down to Print and Document Services and click the +
sign.
Tick the box next to Windows Fax and Scan. Now, open up
Windows Fax and Scan.

(Continued on page 15)
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(Continued from page 14)

There are multiple ways to send faxes from your PC. You could
hook your scanner/printer up to a phone line. I can’t give one-sizefits-all instructions for that because you’ll need to follow the instructions that come with your printer.
Generally, you’ll need to turn off the printer and then plug your
phone cable into the line jack in your printer. Below is an illustration from an Epson manual.
If your scanner doesn’t have that port,
you can’t hook up the printer. However,
there are other options that we’ll get to.
Once you’ve hooked up your printer to
a phone line, you’ll open Windows Fax
and Scan.
On the toolbar at the top, click File and then New.
You can choose between Fax or Fax from Scanner. Since you’re
using a scanner, you’ll select the latter. You can create a fax and
attach a document, or put the document in the scanner.
Just follow scanning directions.
Another option is to create a fax with a Word, Excel, or PowerPoint document. The quickest method is to type Fax a word document in the help search bar at the top and select Internet Fax.
To send, you’ll need an Internet fax service.

Online Fax Services
An online fax service will be necessary to send faxes unless your
scanner is plugged into a phone line. A lot of services advertise
themselves as free, but that usually means that you get a few free
(Continued on page 16)
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(Continued from page 15)

faxes, but have to pay for additional ones. If you don’t need to fax
very often, you can get by without spending anything.
Let’s look at a few of your options.

faxZero is a perfect choice for infrequent faxers. You can send
up to five faxes per day (maximum of three pages long) If you
want to send a longer fax, you can pay $1.99 fee to send up to 25
pages. The interface is simple. Just add your information and the
information of the receiver. Then upload the document or PDF
you wish to send. Finally, type in your cover page.

Then hit Send Free Fax. Your cover page will be branded with the
faxZERO logo.
(Continued on page 17)
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(Continued from page 16)

GotFreeFax
Another option is GotFreeFax. It offers up to 2 free faxes per day
(with a limit of 3 pages). There are paid options starting at .98 to
send 10 pages. The interface is also simple. Just enter your information and attach a document, PDF, or .jpg.

https://cynmackley.com

Cyn Macley produces an online newsletter with tech tips written in
plain Englsih. She is the author of of seven exciting mysteries, all
set in the heartland.
She has offered 20% off her newsletter to anyone in our group if
you’d like to join her mailing list.

✦

3-D Printing in Suspended Gravity
3-D printing is quickly becoming more and more popular and
innovative as it brings our science fiction dreams to life. WIth
new and different ways to print something in 3-D being discovered each day, it can be difficult to keep up.
Watch this 3-minute video: https://youtu.be/FgCedvTbKso?t=3
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Apple iOS Has Great
Secret Features

By Bill Crowe

Sarasota Technology Users Group, Florida
wtcrowe@verizon.net

ARTICLE ARTICLE ARTICLE ARTICLE ARTICLE ARTICLE ARTICLE

This month I would like to look at some of iOS 11’s hidden beneath the surface features. Let’s start with some we use a lot: the
Keyboard.
Keyboard
One-handed keyboard on the iPhone – iPads have long had this
feature, but in iOS 11 iPhone users can hold down the globe keyboard button and a mini keyboard will appear which can be attached to the left or right side of the display (as if the iPhone keyboard is not small enough already).

iPad extra symbols
Holding a key on some of the letters and symbols has long
brought up alternative symbols and numbers, but now further alternatives can be accessed by pulling down on many keys.
Apple iOS 11 brings swipe down shortcuts to the keyboard.
(Continued on page 19)
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(Continued from page 18)

Siri
Type to Siri. Now everyone wants to talk to Siri and now you can
hack an Accessibility feature which allows you to type your question. Settings -> General -> Accessibility -> Siri -> Type to Siri. Next
time you prompt Siri a keyboard will appear.
Siri Translation - Siri now supports spoken translation like Google
Assistant. Simply ask “How to say [language] in [different language] and you will get a spoken and written answer. English,
French, German, Italian, Mandarin Chinese and Spanish are initially supported.
Control Center
Customizable Control Center - Go to Settings -> Control Center ->
Customize Controls and you can add shortcuts to Notes, Text
Size, Stop Watch, Screen Recording (more later) and others. Note
that the layout is fixed. Long Press Support - Previously 3D Touch
was the only way to get quick access to contextual options in Control Center, but now these can be opened via a long press. For example, long press on the torch icon on the iPhone and you can
adjust its brightness.
Maps
One Handed Zoom - Now iOS 11 allows you to double tap on
Apple Maps. If you keep your finger held to the screen on the second tap swiping up and down will zoom in and out. Useful when
on the move. Flyover Mode - Select a major city and then 3D View
and choose the Flyover option. With this enabled in iOS 11 you can now flyover the city just
by moving around - a kind of simplified AR.
Camera
QR Code Support - Automatic detection of QR
codes is now supported just by opening your
camera and pointing it at one. Say goodbye to
(Continued on page 20)
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(Continued from page 19)

all those third party QR code apps.
Leveling Tool - Navigate to Settings -> Camera and switch on
‘Grid’, now when the camera is taking a photo of something directly below it, two + icons will appear. Line those up and the image will be exactly level before you take your shot.
Live Photo Editing - Open a Live Photo, tap Edit and mute the
video, look for the video preview at the bottom and you can trim
it just like you would a normal video by dragging the sliders from
either end. You can also swipe up on a Live Photo to add Bounce,
Loop and Long Exposure effects.
Live Photos Long Exposure mode in iOS 11
Live Photos in FaceTime - If both FaceTime callers have iOS 11 a
shutter button shows up during FaceTime calls. Pressing it records
a shot Live Photo. Note the other caller is notified about this.
Screen Control
Screen Recording - A new option for the Control Center, when
toggled this will capture whatever is happening on your screen until you tell it to stop (this can be done with or without audio). A
particularly great feature for instructional videos and tech support.
Screenshots and Edits - Options to re-crop and markup your
screenshots will now appear straight after they are taken, saving
you the hassle of diving back into your camera roll first.
QR Code scanner
Prior to iOS 11, users of devices had to
download, often poorly-made third-party
apps, to read any QR codes, such as those
used in membership programs at lunch
spots. Apple’s own Camera app now features its own QR-code scanner.
(Continued on page 21)
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(Continued from page 20)

Turning your phone off without the lock button
Apple has given iOS 11 users a new way to shut down their device.
In the case that your iPhone’s lock/wake button stops working correctly, you can open Settings, tap General, tap Shut Down and
swipe the shutdown slider at the top of the screen. You might also
get it to shut down by holding down the lock/wake button until
the screen goes black. If you cannot get your device to wake up by
holding down the lock/wake button, plug your iPhone into a power source and it will start up.
Handwritten Emails
Last year’s iOS 10 update added the ability to send a text in Messages in your own handwriting (or at least in whatever you could
scrawl on an iPhone-sized screen). In iOS 11, Mail adds that capability. Just long press on the screen to summon up the copy/paste
pop-up window; scroll through all the options until you reach Insert Drawing. Tapping that option takes you to a blank page where
you can use a virtual pencil, pen or marker to write out a message.
When you’re done, you can insert it directly into the body of an
email.
New screen effects for Messages
It’s not exactly a hidden feature, but unless you poke around in
the Messages app, you may not know Apple has added two new
screen effects to augment the text-enhancing features it first introduced in iOS 10. Joining the likes of Balloons and Fireworks are
Echo and Spotlight, which pretty much do what their names imply. Echo repeats your message in a flurry of text across the screen
while Spotlight shines a beam of light around your message.
Easy, breezy new device setup
One of the biggest pain points in buying a new iPhone will be
solved, thanks to Automatic Setup. By simply holding a new iPhone or iPad near an iOS device or Mac you already own, you’ll
transfer over your personalized settings as well as your iCloud Key(Continued on page 22)
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chain passwords.
Safari Additional Privacy
In Settings navigate to Safari and you’ll see a ‘Try to Prevent CrossSite Tracking’ option. This stops ads following you from site to
site; it is enabled by default. Password
Autofill - Saved passwords in Safari can now be (securely) integrated into third party apps, saving you time typing them in.
Flight Status - In iOS 11 flight information is grabbed automatically from your emails and calendar and can be kept visible in Safari
or a Spotlight widget.
Smart Storage Recommendations - In Settings ‘Storage and iCloud
Usage’ has been renamed ‘iPhone/iPad Storage’ and it offers recommendations for saving space with options such as auto deleting
old conversations, removing large iMessage attachments and storing messages in iCloud.
Auto App Removal - Go to Settings -> General -> iPhone Storage
and iOS 11 gives you the option to automatically delete lesser used
apps when low on storage. All data and settings are saved so nothing is lost, and the app will return when storage is freed up.
Drag and Drop—iPhone
Drag and Drop
Widely marketed as an
iPad feature, this works
on the iPhone in the
Files and Notes app
among others. Until all
apps support this, however, finding what does
and doesn’t work takes
time.
(Continued on page 23)
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Drag and Drop is listed in iOS 11 for iPad only, but it can be used
on iPhone.
Phone SOS
You can dial 911 if the Sleep / Wake / Power button is pressed
quickly five times.
Auto Answer - Not many users will want this enabled, but if you
suffer from a disability it could prove vital. Go to Settings -> General -> Accessibility -> Call Audio Routing -> Auto-Answer Calls
and you can set a time period of up to 60 seconds by when calls
will be answered automatically.
Notes now includes a scanner.
In iOS 11, you will find one of the biggest additions to notes — a
scanning feature — is available to iPhone and iPad users. Tap the
circled plus sign in the format menu, and then choose the Scan
Documents option. That turns your iPhone’s camera into a scanner that can import documents, receipts and other hard copies into Notes where you can then mark them up, save and/or send
them.
Source and Compliments of
www.forbes.com and www.tomsguide.com

✦
Did You Know?

Bill Gates and Steve Jobs were bitter rivals, but Gates' home was
designed using a Mac
Robert Cornelius took the first “selfie” in 1839. He was an amateur chemist and photographer.
The man known as the Father of Information Theory, Claude
Shannon, invented the digital circuit – the foundation of what provides us all access to the Internet today -- when he was just 21 years
old.
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Music In All Rooms –
From One Source
By Phil Sorrentino
Sarasota Technology Users Group, Florida
philsorr@yahoo.com
ARTICLE ARTICLE ARTICLE ARTICLE ARTICLE ARTICLE ARTICLE

There are audio systems that distribute music throughout the
home; Sonos immediately comes to mind. From the Sonos website
“Sonos is the Wireless Home Sound System that fills as many
rooms as you want with great sounding music, movies and TV.”
Not having any “hands on” experience with Sonos or similar systems, I cannot vouch for how well they work, but I am willing to
take the positive results of the available reviews. Basically, they are
wi-fi connected speakers that you set up in any room. From the
reviews, they seem to work well and do the job of delivering music
to each room in a home, but they do come at a cost, possibly $200
for one speaker and twice that for stereo. If you have a wi-fi network at home, with a few additions, you may already have the
components to do what the very expensive Sonos system can do.
This is not a review of the Sonos system but rather another way of
accomplishing the same results, that of distributing music to every
room, done with equipment you may already be using.
So, what equipment will you need to pull this off? First, and maybe obviously, you need wi-fi that
covers all the rooms or locations
where you want to listen to the
music. (If you want music in the
Garage, you must get wi-fi into
the garage.) In addition to this
you will need a computer at each
of the locations, (Yes, even one in
the garage.) All the computer
needs is a Microsoft operating
(Continued on page 26)
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There really is no right or wrong way to develop your Playlists.
(Though, the Genre indication on the song may help you place it
into a playlist.) I even have a playlist for each of the artists that
have created a large body of work, like Neil Diamond, Barbara
Streisand, Billy Joel, Simon & Garfunkel, Frank Sinatra, Willy Nelson, “Peter, Paul & Mary,” Perry Como, Ray Charles - you get the
idea. (Sometimes you just want to hear a lot of one artist. I love to
listen to Neil Diamond.) Once you’ve decided on the Playlist type,
all you must do is cull through your music collection (of .mp3
files) and put the tunes that
support that type of listening
into the list. Playlists can get
long; many of my playlists provide 3 and 4 hours of listening.
If that was all you had to do, it
probably wouldn’t be the subject of a Technical Thoughts article. The “secret sauce” here is the
ability to have only one database of music tunes on one computer
and have all the computers using that one central database. (The
one music database will be in the one computer that has enough
memory to support a substantial sized music database. For this
article, we’ll call it the “main” computer, and yes, it must be
turned on whenever you are playing music.) If you are wondering
why it is important that we have only one database, well, it’s because maintaining multiple databases, and keeping them in sync
can be a very time consuming, and error prone activity. Every time
you wanted to add a tune to the database, or change a playlist, you
would have to change the music database in all the computers. Also, as I indicated at the beginning of the article, you would only
need a small amount of memory in the computers. A music database could grow to beyond the available memory in a small netbook with only 32GB of storage. (My music database itself is 37GB
now.) So, if you want to take advantage of the least expensive netbooks in some of the locations, this technique is a necessity. The
technique is to create a set of playlists that only use the database in
the “main” computer. Then, when you are setting up Windows
(Continued on page 27)
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system, like Windows 10 or Windows 7. (It will probably even
work with XP, but please don’t go there.) It will not need much
memory and it will only need enough storage to hold the operating system and a little more. 1 GB of RAM and 32GB of storage
will easily do the trick. So, the computer can be small and probably inexpensive, possibly one of the “netbooks” that run somewhere around $200. (Dell, HP, and Lenovo have models that sometimes go on good sales.) The audio from these inexpensive computers is not of the highest quality, so if it is quality audio that you
want at a particular location you may have to use an amplifier and
some external speakers. If you don’t have this equipment at a location, then this solution may not be any cheaper than a similar
Sonos solution. But, if you have some old equipment, or can get it
for a low cost, this may still be less expensive.
Next, and most important, is the software that runs the whole set-

up. Take a guess? It is Windows Media Player. Yes, the one that
comes with Windows; it actually comes with all current versions of
Windows. It has been part of windows since before Windows XP.
You play music at a location by running Windows Media Player
on the computer at that location. Windows Media Player can be
set up to play Playlists. A Playlist is a list of songs, or tunes, that
you would like to play in a sequence. A Playlist can be a list of any
Tunes. They don’t have to have anything in common, although
the reason you put together a playlist is usually to have a lot of
related music for your listening pleasure. You might want a playlist
of love songs to create a certain mood. Or, you might like an “Old
Favorites” playlist for a nostalgic evening. Many people make
playlists for music of certain genres. I have created playlists for
“Rock & Roll,” “Pre-Rock & Roll” (think Eddie Fisher), “Folk,”
“Favorites,” “Country,” “Country Legends,” “Christmas,” “Big
Bands,” “MoTown,” and “Fun Songs.”
(Continued on page 25)

July 2018

www.tugnet.org

Page 27

How to Destroy Your
Computer in Just Minutes
By David Kretchmar
Sun City Summerlin Computer Club, NV
tomburt89134@cox.net
ARTICLE ARTICLE ARTICLE ARTICLE ARTICLE ARTICLE ARTICLE

WHY YOU SHOULD AVOID INSTALLING PUPS
(POTENTIALLY UNWANTED PROGRAMS)
There are plenty of new computers being used that are performing
much more slowly than they should. One of the quickest ways to
turn a fast, new computer into a slow system crippled by malware
is to start downloading software from the wrong sites. Or by
downloading the wrong software from what appears to be the
right site.
Newer computers being slowed by unwanted programs is a bother,
but the damage done by PUPs can be much more serious; PUPs
can be responsible for programs that make it impossible to access
any of your files, or otherwise ruin your system.
(Continued on page 28)
Continued from page 25)

Media Player in all the other computers, just include the Playlists,
not the tunes. When Windows Media Player uses the playlist, it
will access the music in the main computer, over the wi-fi network,
behind the scenes, and the listener will never realize that the music
files are coming from another computer. You might have to experiment a little at first to make sure each of the music entries in the
playlist has the complete location, such as \\MainComputer\MP3Music\ Tunetitle.mp3. Now you can play any of the
playlists at any of the computers, at different times or even simultaneously. Windows Media Player takes care of all the details and
you are left only to enjoy all the music.

✦
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Every time you download anything from the Internet you first issue permissions that enable the opening of a conduit or vector between the Internet and your computer. The series of complex
events is mostly invisible to you, except for your clicking on that
virtual button that starts the whole process.
Bing and Google searches often can take you where you don't want
to go. When searching for popular software, sponsored search results (which result in unwanted programs) often appear at the top
of the search results page, along with links from the actual software source sites. Often those ad links try to install software on
your computer that you do not want. It could be anything; it
could be a fake driver update program or a scam system cleaning
program. Note that my Bing search for VLC media player (below)
first showed 4 sites NOT associated with VLC – bad sites.

(Continued on page 29)
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Testing Misleading Advertisement links
How bad is it? To find out, I installed a fresh Windows 10, plus all
Windows updates, on a freshly formatted hard drive. I downloaded
and installed the free version of Avast! Antivirus software that
brought a hitchhiker of its own - Google Chrome. OK, I wanted
Chrome, but not every user would, so I considered this an invasive
act by a program I downloaded for protection.
I used Edge, Firefox, and Google Chrome and started using
Google and Bing search engines to start searching for popular free
programs. The programs I sought are often the first programs that
get installed on a PC; Firefox, Google Chrome, OpenOffice,
iTunes, Adobe Flash, Java, Adobe Acrobat, VLC, and WinZip.
Then, I carelessly clicked on ad results, which appeared above or
on the same first page as “real” search results. These paid ads were
identified by notes and highlighted in a very pale color to differentiate them (slightly) from the actual search links that appeared
nearby.
The ads didn't appear after every search and the ones that appeared
varied among searches and were different for different browsers.
Sometimes, the first paid ad link actually took me to the software's
true source site (i.e. searching for Google offered www.google.com
first). Often Avast would block a download it recognized as harmful, but Avast did not catch many problems.
For all of the searched for programs, I was able to bring up more
questionable sponsored search results within seconds of repeated
searching. Misleading results showed up in all search engines and I
could not determine that any browser offered better or worse protection than others.
For each ad link, I clicked through and installed the respective programs via the link or button provided. Instead of delivering just
the application I was looking for, all of the paid links attempted to
tack on unwanted programs. In some cases, if I was careful to read
(Continued on page 30)
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all of the fine print and uncheck boxes, I could get the files I was
looking for without a bunch of extra “added value” software, but it
was very difficult.
For the purposes of this article, I acted as an inexperienced user (or
an experienced user who's not paying attention), and clicked my
way through ads and dialogue boxes that looked like the End User
License Agreement (EULA) we're used to seeing through when installing software.
And … They Got Me!

After installing just a few programs this way, I started accumulating browser toolbars (Bing, Yahoo, and Google), and noticed my
search engine and home page had been hijacked to something unwanted. As I continued the process, Windows started slowing down
to a crawl.
(Continued on page 31)
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After installing all of the programs on my list, I opened Windows
10's Programs and Features and each browser’s extensions and addons and counted 39 items that had been installed in addition to
the programs I intended to get. On rebooting, three new programs
launched popup windows at startup, including two that started
running virus/registry scans as soon as they launched, and a couple that flashed warnings windows and offered fixes if I registered
and/or upgraded to the full paid version.
Remember this was originally a clean install of Windows 10 that
needed nothing.
Within a few minutes my computer became noticeably slower,
plagued by numerous popups, and was becoming essentially
unusable.
All of these were nasty, but if even a small fraction of them were, I
would be in real trouble.
Conclusions and Recommendations
Most of us will have to
download some thirdparty (non-Microsoft)
software from the Internet. This does not have
to be dangerous if you
pay attention that the
software is being offered
from the true home site
of that product. NEVER
download software from
any sponsored link, unless the desired software creator is the sponsor.
Do not depend on your anti-malware program to protect you. It
will catch some issues, but not all.

✦
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Taking Photos on Your
iPad and iPhone
By Jim Cerny
Saratoga Technology User’s Group
jimcerny123@aol.com
ARTICLE ARTICLE ARTICLE ARTICLE ARTICLE ARTICLE ARTICLE

Your iPhone and iPad are just great for taking photos. Both devices come with the camera app already installed and it is very easy to
use. Touch the app, point your device, make sure it is on the regular “photo” (not video or other setting option) and hit the large
white circle to take your photo. After you have taken a photo, it
can be found on your device by going to the photos app and looking in the “camera roll” album. That is really all there is to it, but
there are even more fun options to play with.
Your device really has TWO cameras, one on each side (front and
back) of the device.
There is one facing
away from you and one
facing towards you
(to take “selfies”). When
using the camera app,
touch on the gray circle
that has a camera image on it with two circular arrows. This
will change the camera
to front or back view.
Before you take your
photo, look for a yellow rectangle which will show you what part of the view is the target of the focus. You can zoom in by touching the screen with two
fingers and moving them together. Zooming out (once you have
zoomed in) is done by spreading the fingers apart. Wait a moment
for the camera to focus before taking your photo.
There are several options for taking photos and new releases of
iOS will bring more! Your camera app can also take time-lapse, slo
-mo, videos, “square” shaped photos, and pano (panorama) photos.
(Continued on page 33)
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The flash option (a circle with a lightning bolt) can be selected for
“on,” “off,” or “auto.” The “HDR” button will take several photos
with one click and make one higher quality photo. The HDR option uses more memory per photo. Learn more about this option
before you use it.
The “live photo” option (the round button that looks like a target
with concentric circles) will take about a 3-second mini-video (with
sound) with one touch of the photo button. Your mini-video will
consist of several frames from which you can pick one for the best
photo. Or, you can just keep the “live photo” as well. Live photos
take up more memory on your device. There are several options to
play with your live photos too, look for them on Google or
YouTube. This is another option that will be well worth your time
to learn more about.
In the PHOTOS app you should always review your camera roll
album on your device and delete photos
you do not want. I
think it is best to delete
them before you put
or “tag” them into an
“album.” Albums in
the photos app help you
organize your photos
on your device. You
could think of an
album as a “folder” (a
Windows term) but
all your photos on your
device will always be in the camera roll album. When you put a
photo into an album, you are just “tagging” that photo with that
album name. Thus, you could have the same photo in multiple
albums, but the photo is only in one place in memory – on the
camera roll. If you delete a photo from your camera roll, it can be
deleted from ALL albums. But if you delete a photo from an album you will be given a choice to delete the photo OR to simply
remove it from the album.
Also, the photos app that comes with your iPhone or iPad comes
with a really great selection of options you can play with to have
fun with photos. Try changing the color, cropping, contrast, and
(Continued on page 34)
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New Wi-fi Standard Coming,
What You Need to Know Now
By Francis Navarro
Komando.com
ARTICLE ARTICLE ARTICLE ARTICLE ARTICLE ARTICLE ARTICLE

Criminals do love unsecured home Wi-Fi networks. Hackers are
often on the lookout for poorly configured Wi-Fi networks that
can be used for nefarious activities like information theft, hijacking or piracy.
It is not just about the potential loss of bandwidth, slowdowns or
botnet attacks. Securing your Wi-Fi network can also shield you
from unwelcome connections that may be using your network for
illegal activities.
This is the reason why it’s crucial that you have Wi-Fi security
measures in place. The most widely-used Wi-Fi security protocol
right now is Wi-Fi Protected Access 2 (WPA2) encryption. However, this standard is over a decade old and it is already susceptible
to serious security vulnerabilities like last year’s KRACK attack.
(Continued on page 35)

(Continued from page 33)

many more. In addition to all these options (provided free in the
“camera” and “photos” app on all iPads and iPhones) you can
download any of hundreds of other apps that work with photos.
As with all these fun photo options I recommend that you “Ask
Google” or YouTube to learn more about them. If you like to keep
things simple, just use the normal “photo” option and keep the
HDR and “live photo” options off. But these options can provide
you with much photo fun and effects. Why not learn about them?
Now give me a nice smile, I want to take your picture.

✦
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Needless to say, WPA2 has already overstayed its welcome and its
replacement is long overdue. The good news is that its better and
tougher successor has started rolling out.
WPA3 is here
The Wi-Fi Alliance, the non-profit body that defines and promotes
the standards of Wi-Fi technology, has officially started its certification process for products that support WPA3.
This means we will start seeing routers and gadgets that support
this new Wi-Fi security protocol soon.
Building on the security advantages of WPA2, WPA3 will not only
eliminate older KRACK flaws, it will also reduce the potential for
weaknesses brought on by bad configurations and weak passwords.
Better data and password protection
As one of its security improvements, WPA3 uses a system called
Simultaneous Authentication of Equals (SAE) .
Unlike WPA2's pre-shared key, this authentication system requires
constant interaction and will block requests after several failed attempts. In turn, this will protect your Wi-Fi password against a
variety of attacks including brute-force password guessing attempts.
WPA3's authentication system is much stronger than WPA2 and it
will protect your network even when you decide to use a weak WiFi password.
Furthermore, it will protect managed networks with a more centralized authentication system.
Forward secrecy
WPA3 also uses a new feature called “forward secrecy” to protect
your data with individualized encryption. This will prevent hackers
from decrypting your older data even if they manage to crack your
Wi-Fi password.
(Continued on page 36)
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Individualized encryption will also be a big privacy boost in open
and public networks when enabled, preventing each connected
user from being able to read each other’s data.
Better Encryption Standard
Encryption in WPA3 will also be further strengthened with a 192bit security suite. This abides by the encryption upgrades required
by the U.S. government for industries.
This is one of the highest levels of encryption that is used by the
military, government and major corporations.
Simplified security for smart appliances
Another new feature is Wi-Fi Certified Easy Connect. This will
make the process of connecting and configuring their network
security of gadgets without displays (such as Internet-of-Things
appliances) as easy as merely scanning a QR code.
How to prepare for WPA3
Since WPA3 is an entirely new standard and it’s meant to replace
WPA2, you may have to buy new “WPA3 certified” equipment to
take advantage of it.
Although some of the security enhancements may make it in
WPA2 devices (especially the ones that address the KRACK flaw),
the full WPA3 standard will be only available in new equipment.
However, the rollout of WPA3 doesn’t mean that your WPA2
gadgets will stop working soon. WPA3 routers will be backward
compatible with WPA2 and even WPA gadgets for a long time.
Eventually though (probably by late 2019), WPA3 will be required
for gadgets to be Wi-Fi certified.
If you’re shopping around for a new router, look for the “WPA3
Certified” sticker if you want to future-proof it.

✦
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DOOR PRIZE POLICY
Only members are eligible to win a door prize.
Members must also attend the presentation in
order to qualify for that night’s drawing.
This is the arrangement that the vendors who
donate the door prizes expect and that is the
policy we will follow for all meetings.
To reduce the distraction of the seated
audience and the presenter, registration and
the distribution of name badges will cease at
the start of the presentation.
Late attendees are asked to pick up their
badges at the break.
Thank you.

WHY JOIN TUGNET?
There are many reasons why you will
benefit from a TUGNET membership. Here are a few of the most
obvious:
Twice-Monthly Meetings where you’ll
see the latest and greatest computer
products presented by well-known, as
well as lesser-known, industry representatives.
Special Pricing often offered only to
TUGNET members.
Door Prizes at the weekly meetings.
Other Special Offers that regularly
come to us .

Monthly Newsletter, Keywords, delivered to your mail box.
Special Interest Groups on a variety
of subjects.
Help with computer-related problems, both at the meetings and via
our “Help Contacts.”
Products that become yours when the
editor accepts your written review.
Late-breaking information and
offers e-mailed to members only.
Volunteer opportunity to help with
the many activities that keep TUGNET a viable organization.
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Bits for the Last Page
Are Voice Commands Poised to Replace Remote Controls?
Smart devices such as artificial intelligence assistants and Amazon’s upcoming Fire TV Cube are challenging the relevance of traditional remote controls, though many consumers are still wary of
voice command devices and don’t trust those that are constantly
listening. Scientists at the UK’s Lancaster University are experimenting with ways to use gestures instead of voice commands to
offer viewers a new way to control what they watch.

5g Changeover Could Reset Playing Field
The biggest change in the move to 5G standards could be the blurring of the lines between wireless and wireline networks, Christopher Mims writes. Wireline cable providers Comcast and Charter
Communications and telecom giants AT&T and Verizon are likely
to take similar approaches and adopt similar technologies as 5G is
deployed.

Alphabet Pulls Nest into Google Hardware Group
Alphabet has pulled Nest, the smart thermostat company it acquired in 2014, into its Google hardware group in an effort to
unify its hardware offerings. Nest previously worked as an independent unit developing security cameras, video doorbells and
thermostats.

Carriers Continue with Unlimited Data
Major US carriers continue to offer unlimited data plans, though
the deals are expensive and tend to have limited options for mobile hot spot and streaming functions. Third-party sellers such as
Consumer Cellular, Republic Wireless, Google Project Fi and Ting
seem to offer the most cost-effective data plans.

Multi-functional LED Light
Would you like to have a light bulb that acts as a Wi-Fi repeater or
one that plays music? Sengled even has a lightbulb that has an integrated camera, microphone, and speaker. And more!

